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o To update 
o To network & exchange
o To discuss common solutions for current 

issues
o Answer questions (also from the 

registration form)
o The meeting will be NOT recorded

Network meeting
objectives
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GDPR developments

• Increase of transparency – beneficiaries, MC members, 

beneficial owners, salary slips when real costs applied, State aid 

recipients, declarations on the absence of conflict of interest, 

whistleblowers data

• Often contested by data subjects – transparency vs. privacy

• Data transfers to non-EU third countries with/without adequacy 

decisions

• AI use means personal data processing
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Adequacy decisions review 
2024

The EC has so far recognized these countries and territories as 
providing adequate protection:

Andorra, Argentina, Canada (commercial organisations), Faroe 
Islands, Guernsey, Israel, Isle of Man, Japan, Jersey, New 
Zealand, Republic of Korea, Switzerland, the United Kingdom, 
the United States (only commercial organisations certified under 
the EU-US Data Privacy Framework) and Uruguay.
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GDPR fines
• Data protection authorities have imposed over 

6 680 fines amounting to around EUR 4.2 
billion 

• All authorities imposed administrative fines, 
except Denmark, which does not provide for 
administrative fines

• The highest number of fines were imposed in 
Germany (2 106) and Spain (1 596)

• The authority in Ireland has imposed the 
highest total amount of fines (EUR 2.8 billion) 
followed by Luxembourg (EUR 746 million), 
Italy (EUR 197 million) and France (EUR 131 
million)

Second Report on the application of the General Data Protection Regulation, 
European Commission, 25.07.2024
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Administrative fines for public 
authorities?

Fines cannot be imposed on public authoritiesFines can be imposed on public authorities

• Austria;
• Belgium (except in cases where public bodies 

would offer services or goods on the free 
market);

• Czech Republic;
• Denmark
• France;
• Germany;
• Hungary;
• Norway;
• Spain.

• Bulgaria (and the highest fine to date was 
imposed against an authority);

• Italy;
• Netherlands;
• Poland (with significant limitation, up to PLN 

100,000 (approx. EUR 21,740) for public 
institutions and up to PLN 10,000 (approx. 
EUR 2,174) for cultural institutions);

• United Kingdom (strategy for greater use of 
its wider powers in relation to the public 
sector (including warnings, reprimands and 
enforcement notices), and reserve fines only 
for the most serious cases.

• Iceland
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Some statistics
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Some statistics

Source: enforcementtracker.com, provided by CMS Law.Tax
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Legal obligation
Art. 6.1(c) GDPR
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MC members data
Art. 39(1) CPR 

• Some German Managing Authorities (MAs) take the view that not 
the names of the natural persons are to be published.
 propose to publish the names of these (member) 

authorities/bodies but not their respective representatives
 sufficient to keep a list of representatives at the MA to be 

able to provide the member bodies’ representatives if 
needed

• GDPR requires the “economical use” of personal data (Article 
5(1)(c) GDPR)

• nominated MC members claim many cases of data misuse in the 
past

• especially personal data published on the internet by public 
authorities have been repeatedly misused by the so-called 
‘Reichsbürger’

Regiowiki QA00178 - Publishing the names of members of 
Monitoring Committees
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MC members data
Art. 39(1) CPR 

• the obligation to publish the list of members of the MC requires 
the publication of the names of the representatives, i.e. of the 
persons representing the authorities, intermediate bodies and 
partners.

• the requirement to publish the list of the members of the 
monitoring committee on the “programme” website has the 
ultimate aim of ensuring transparency and avoiding conflicts of 
interest

• whenever a member changes, (e.g. a different person 
representing the same organisation) the list has to be updated 
and published (again).

• during the nomination process, the managing authority has to 
provide potential candidates for membership with information 
referred to in Articles 13 and 14 of the GDPR and inform them in 
advance that their names will be made public, so they are fully 
aware of this legal obligation, when accepting the membership.
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CoI declarations
Payment slips

Conflict of interest declarations
• Financial actors including national authorities at any level shall 

not take any action which may bring their own interests into 
conflict with those of the Union

• Where there is a risk of a conflict of interests involving a member 
of staff of a national authority, the person in question shall refer 
the matter to his or her hierarchical superior

Article 61 of recast Financial Regulation

Payment slips and employment document
• If staff costs declared as real cost, legal obligation to collect them
• Monitoring systems able hide sensitive data (privileges)
• If not, staff costs can be claimed on the basis of SCOs

Article 39.3(a) of Interreg Regulation
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Sensitive data in Jems
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Beneficial owners – who are they?

Company, public entity or 

natural person receiving 

payment

>25% ownership

Beneficiary

Contractor

Beneficial 
owner

Company, public entity or 
natural person receiving 
payment

Beneficial owner of the 
public procurement
contractor

>25% ownership

EU FundsEU Funds

Beneficiary

Beneficial 
owner

Factsheet on beneficial owners
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Beneficial owners data
Annex XVII - Data to be recorded and stored electronically on each 
operation

Info on all beneficial owners of the beneficiary (field 3)

• first name(s) and last names(s), 

• dates(s) of birth 

• VAT registration number(s) or tax identification number(s)

The same info on beneficial owners of the public procurement 
contractor(s) (field 23)

• For PPs above the EU PP Directive thresholds 

• If SCOs applied, beneficial owners’ data stored for SCO 
direct costs only

• Additionally, if there are subcontractors with a budget above 
EUR 50.000, basic info on them -> only for the lead service 
provided, who signs the service contract.
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Beneficial owners data
Member States shall:

• ensure that corporate and other legal entities incorporated within 
their territory are required to obtain and hold adequate, accurate 
and current information on their beneficial ownership

• ensure that breaches of this Article are subject to effective, 
proportionate and dissuasive measures or sanctions

• require that the beneficial owners provide those entities with all 
the information necessary for the corporate or other legal entity to 
comply with the requirements in the first subparagraph

• ensure that the information held in the central register is 
adequate, accurate and current, and shall put in place 
mechanisms to this effect

Article 30 of 4 and 5AMLD – transposed by all MS
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Risk scoring systems (Arachne)
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Publications of exclusion
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Whistleblowers’ data
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Whistleblowers’ data
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State aid recipients
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Software and GDPR
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Microsoft 365
• DSK German Authority declares Microsoft 365 non 

compliant with GDPR in 2022 (Opinion) triggering lower 
authorities actions against the use of it especially 
concerning the use by organisations dealing with minors 
data (schools);

• EDPS (European Data Protection Supervisor) releases a 
BINDING report against the use of Microsoft 365 by the 
European Commission in March 2024.

• EU Commission has not prevented the unsafe transfer 
of data to countries outside the European Union ("third 
countries”);

• the exact data collected when using Microsoft 365 had 
not been determined. The data processing agreement 
("DPA") between the European Commission and 
Microsoft therefore did not sufficiently specify what 
type of personal data was collected and which specific 
recipients received it.
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Microsoft 365
Actors are well advised to accompany the use of 
Microsoft 365 with data protection risk minimisation 
measures. The most effective risk minimisation measures 
include, for example:
• Implementation and documentation of a data 

protection impact assessment in accordance with Art. 
35 GDPR

• Implementation of transparent data subject 
information in accordance with Art. 13 GDPR

• Entry in the register of processing activities pursuant to 
Art. 30 GDPR

• Selection of data protection-friendly settings by the 
respective Microsoft 365 system administrators
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Apple iOS 18.1 onward

• Issues with DMA (Digital Market Act) in regards of 
letting third parts accessing the OS;

• Issues with GDPR in regards of collection of data and 
data transfer outside EU (specifically USA)

So far Apple has preferred postpone release of Apple 
Intelligence in fear of violating EU Regulations.

Currently waiting for sentencing on similar cases with an 
expected release in April/May 2025.
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LinkedIn sentence

Administrative penalties, which are worth around 310 million 
Euros have been issued by Ireland’s Data Protection 
Commission (DPC) under GDPR. 

The regulator found a raft of breaches, including breaches to 
the lawfulness, fairness and transparency of its data processing 
in this area.

The GDPR requires that uses of people’s information have a 
proper legal basis. In this case, the justifications LinkedIn had 
relied upon to run its tracking ads business were found to be 
invalid. It also did not properly inform users about its uses of 
their information.
LinkedIn had sought to claim (variously) “consent”-, “legitimate 
interests”-, and “contractual necessity”-based legal bases for 
processing people’s information to track and profile its users 
for behavioral advertising. LinkedIn also failed to comply with 
the GDPR principles of transparency and fairness.
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Cases
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Cases
Poland – no appropriate technical and organisational measures

An employee of the catering company Res-Gastro M. Gaweł Sp. k. from 
Kolbuszowa in the Podkarpacie region, lost a flash drive with personal data.

There were unencrypted files containing personal data of another employee, 
namely name and surname, address, citizenship, gender, date of birth, personal 
identification number (PESEL number), passport series and number, telephone 
number, e-mail address, photos and data on the amount of earnings. The flash 
drive also contained encrypted files with financial data.

The President of the Personal Data Protection Office imposed a fine of 54 600 € 
on Res-Gastro.

P
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Cases
Italy

The Italian DPA (Garante) has imposed a fine of EUR 7,000 on the oncology health care 
facility I.S.P.R.O.. An individual had mistakenly received medical records from another 
patient via e-mail.

Poland

The Polish Supervisory Authority (SA) was informed that unauthorised recipient had 
received a document confirming the award of compensation in an email attachment.The e-
mail from the insurance company contained personal data such as first name, last name, 
mailing address, brand, model and registration number of the car, as well as the policy 
number, damage number and the  amount of the claim awarded. 
The unauthorised recipient informed the insurance company of the receipt of an e-mail with 
an attachment containing someone else's personal data, but did not receive any response.

The President of the Polish SA has imposed the administrative fine in the amount of  € 
24.000 on the insurance company. 
The reason for imposing the administrative fine was a failure to notify the personal data 
breach to the supervisory authority.

M
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Cases
Iceland

The Icelandic SA decided to investigate the use of cloud services in 
elementary schools. The investigation was limited to the use of Google 
Workspace for Education, Google’s educational system,  in the five largest 
municipalities in Iceland.

The Icelandic SA’s investigation revealed that students’ personal data were 
not only processed on the instructions of the municipality, but also for 
Google’s own purposes. The municipality failed to demonstrate how further 
processing by Google was compatible with the purpose for which students’ 
personal data were initially collected i.e., in order to provide education in 
accordance with the national compulsory school act.
The Icelandic SA ordered the municipality to bring the processing operations 
in Google’s educational system into compliance with the Regulation. 
Furthermore, the Icelandic SA imposed a fine of app. EUR 18.580 on the 
municipality.

M
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Cases

Ireland

The (un-)availability of data has also become subject to fines. 
With EUR 460,000, the second highest fine in the health care sector in 
the reporting period has been imposed by the Irish DPA a data 
controller which suffered a ransomware attack. In the course of the 
attack, records of about 70,000 people were accessed, altered and/or 
destroyed. 
About 2,500 records were affected permanently. 

P
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Cases
Norway

The Norwegian DPA has imposed a fine of EUR 9,700 on a company. The 
DPA had received a complaint from a former employee of the company. 
Background of the complaint is the fact that after the employee's 
termination, both professional and private e-mails from the employee's 
mailbox were automatically forwarded to an e-mail address administrated by 
the managing director. During its investigation, the DPA found that the 
controller had automatically forwarded the e-mails without a valid legal 
basis. Also, the controller did not inform the former employee about the 
processing of the data by forwarding the e-mails, contrary to its obligation 
under Art. 13 GDPR. Finally, the DPA found that the controller did not 
properly comply with a request of objection to the processing submitted by 
the former employee.

P
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AI and personal data 
protection
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AI and data protection

• Personal data is a major source of information for AI used for training models
• But explicit consent needed for the processing of personal data
• For AI, this means individuals must be informed and consent to their data being used in 

AI models, all other rights need to be respected
• If someone asks you for access to their personal data, or to delete their personal data 

you hold on them within the AI system – can you do it?
• Some AI models have inherent risks relating to the way in which they respond to inputs 

or “prompts”, such as memorisation, which can cause passages of (personal) training 
data to be unintentionally regurgitated by the product (reproduction of training data)

• Sometimes, AI products rely on a process of “filtering” to prevent certain types of data 
(such as personal data, inappropriate data, and copyright data) to be provided to a user 
in response to a query or prompt.
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AI and data protection

• Without a retention schedule and associated processes, your 
organisation risks non-compliance with the principle of ‘storage 
limitation’.

• Consider if you publish personal data on your own website
• You may need to ensure that you protect that personal data from 

being collected and used for AI training or other processing where 
you have not already agreed that purpose with your staff or users, 
or if they do not have a reasonable expectation it will be used for AI 
training.

AI, Large Language Models and Data Protection | 18/07/2024 | Data Protection Commission
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Lessons learned
1. Pay attention to what information you really need to collect for your purpose (art.5, sub C – Data minimisation)

2. Keep in mind the purposes indicated in your general disclaimer statement and make sure that your current 

collection of data is part of it (art.5, sub.B – Purpose limitation)

3. Pay attention to the retention period of the collected data. Disclaimers should always indicate the purpose of 

the collection, but also the duration of the collection. The duration has to be justified and should not be 

undetermined (art.5, sub E – Storage limitation)

4. Pay a lot of attention in sharing the personal data you store with third part organizations (processors). E.g. 

sharing personal data with sub-contractors or contractors. Scope and extension of sharing has always to be listed 

in your contract. Process of data always be authorized by controller (art.28 - Processor)

5. Always check your legal basis for the processing of personal data collected (art.6 – Lawfulness of processing)

6. Always make clear how the people can manage their personal data and react according to regulation to any 

request (art.12-23 – Chapter 3 – Rights of the data subject

7. Very important: always remember to involve your DPO in any decision and if you face any doubt about how 

to collect, store and process personal data.
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Contact
us @

Przemyslaw.Kniaziuk@interact.eu
Mikis.Moselt@interact.eu
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Cooperation works
All materials will be available on:

Interact website / Library


